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II. Network/System Security Recommendations
This section will provide specific recommendation to mitigate the vulnerabilities identified in section one concerning network and system security. Recommendations will be split into two section: network devices and network infrastructure. It’s recommended that the firm completely rebuild their network infrastructure and invest in specific network devices to make it more secure. The plan will be to switch from a completely wireless network to using the recently established Cat 6 wiring to a server room. 
Network Devices 
The following network devices are recommended:
· Firewall
· Managed switch
· Server for Windows domain
· Backup
· Wireless Router
Firewall: Establishing a firewall is a vital component for maintaining a secure environment and is usually the first line of defense against attack. A firewall is responsible for controlling access among devices, such as computers, networks, and servers [1]. Between a secure and insecure network is where a firewall will be implemented to filter potential threats. Among the several types of firewalls, a next-generation firewall is recommended because of the several added defenses. According to Gartner, Inc.’s definition, a next-generation firewall must include: Standard firewall capabilities, integrated intrusion prevention, application awareness and control to see and block risky apps, and upgrade paths to include future information feeds [2]. Cisco ASA 5500-X with FirePOWER Services is a next-generation firewall that will provide superior protection from Internet and public network threats [3]. This will not only provide protection expected from a firewall but includes intrusion prevention systems. Two firewalls will be needed to establish a DMZ (Demilitarized Zone). A DMZ is a separated network created to host a web or email server. This will add an additional layer of security by limiting the access to other parts of the network.  Configuration for the firewall should include changing default usernames and passwords, determining trusted sources, and blocking inappropriate keywords such as porn or gambling. 
Managed Switch: A switch serves as a controller, enabling networked devices to talk to each other efficiently within one Local Area Network (LAN) [4]. A managed switch provides better control over the LAN traffic and includes advanced features to control the traffic. This included configuring, managing and monitoring the LAN with the uses of protocols such as SNMP or Simple Network Management Protocol [5]. SNMP will add security to the network by allowing the administrator to monitor the performance and support Virtual Local Area Networks (VLAN). A NETGEAR's ProSAFE® XS712T managed switch is recommended and provides 10-Gigabit bandwidth as well as a NAS (Network Attached Storage system [6]. Configuration of the managed switch should be changing the default username and password with complexity as well as configuring port security. Configuring port security will restrict a port’s incoming traffic by limiting the devices that are allowed to send traffic into the Switch. 
Server: All user accounts, computers, printers and security devices will be registered with a central database located on a domain controller. A domain controller will manage security and administration. Multiple servers will be needed to accommodate a web server, email server, file server, and log server Servers also provide RAID, or Redundant Array of Inexpensive Disks, that can protect from individual disks failures [7]. A Dell PowerEdge R430 Rack Server is recommended with Windows Server® 2012R2 [8]. Configuration of the server should include changing default username and passwords, and customizing a backup in Windows Server.
Backup: A Dell DL4300 Backup and Recovery Appliance is recommended to protect data and applications from unexpected disasters [9]. It’s vital for all businesses to have a backup and recovery in the event of a server crashing or malware attack.  This device will provide storage to save the firms data. It will be installed securely in the server room. Configurations include changing default username, passwords, and settings.  
Wireless Router: The current wireless router is outdated and will need to be replaced with a newer more secure model. The Nighthawk X8 AC5300 Smart Wi-Fi Router uses Tri-Band Wi-Fi technology that delivers a massive combined wireless speed of up to 5.3Gbps [10]. This model provides superior performance, range, and reliability. Configuration includes changing default settings and logins. The configuration of the access control on the Nighthawk Wi-Fi router is recommended to allow/block Internet access to a specified list of wired and wireless devices [11].

Network Infrastructure 
Key network infrastructure recommendations include:
· Network infrastructure good practices
· Physical security measures
When planning the firms network infrastructure, start by making a network diagram to understand and visualize the end goal. A network diagram will lay the foundation for a solid network infrastructure and will help identify problems before implementation. A client-server network topology should be implemented with a DMZ. This will provide centralized management of the network as well as added security. An IP scheme for different subnets will be next in the planning of the network infrastructure. Remember that the goal is to use the Cat 6 cabling and leave the Wi-Fi for customers in the building. Before setting up the hardware, test all devices and cables. 
Lastly, the physical security of the network devices is critical to the network. The server and other network hardware should be in one secure room. This room should contain no windows and only one door with a keycard lock. This room should also contain closed-circuit television cameras, both inside the server room and outside, to monitor personal entering or leaving the room. The goal is to only allow authorized personnel into the server room. Individuals with malicious intent can sabotage the firms network if gained access into the server room.
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